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PeraamenT pa6orsl KiiroueBoro neHrpa
roCyJ1IapCTBEHHOT0 OKIKETHOT0 yUpe:KIeHHs 3PaBO0OXPAHEHUS
«YeassOMHCKHH 00/1aCTHOM MeINIIMHCKHI
HH(POPMALMOHHO-AHAJIUTHYECKUN LIEHTP»

. O0ue moJ1oKeHNs

1.1. Hactosimuii Pernament pabotsl KiroueBoro meHTpa rocy1apcTBEHHOTO
OIO/IPKETHOTO  YUpEXKICHHsl  3lpaBooxpaHeHus  «YenssOuHckuili  o0nacTHOM
METUIMHCKUI HHPOPMALIMOHHO-aHAIMTHYECKUI LIEHTP» (Aajiee COOTBETCTBEHHO —
Pernament, I'BY3 «HOMMUALL») omnpenenseT MOPSIOK H3TOTOBJICHHS, BBIIAYH,
Y HUCIOJIb30BaHUSl JUCTPUOYTHUBOB KIIFOUEBOW M CHPaBOYHOM WHGMOpMALUU AJis
MOAKIIOYEHUSI K BEJIOMCTBEHHOW CETH IIepelayd JaHHBIX MUHHCTEPCTBA
3apaBooxpaHeHus UenssOuHCKOM 00acTH (anee COOTBETCTBEHHO — TUCTPUOYTUB
KJTFOUEH, 3alIUIIeHHAs CETh).

1.2. Kimouesoit nentp 'bY3 «tHOMUALL» — ienTp B 00;1aCTH U3TOTOBIICHUS,
BbIJAYM M MCIOJIb30BaHUS JUCTPUOYTUMBOB KiIHOYEeHd Ui oOecreueHus
NOAKIIOYEHUS] K 3alIUIIEeHHOW CEeTH, (QYHKIHOHHUPYIOIIMI B COOTBETCTBUU
C TIOJIOXKEHUSIMU HacTosmero Pernamenra.

1.3. 3amumennas ceth QyHKIMOHUpYeT Ha 0asze mpoaykToB ViPNet u umeer
HoMep 1464.

1.4. CtpyKkTypHBIM MoJIpa3ieICHuEM I'bY3 «<HOMUAILLY,
obecneunBaomuM pabdoty KiroueBoro 1eHTpa W BBIMOJHSIOMMM  (QYHKIUU
aJIMUHUCTPATOPA 3aIUIIECHHON CETH, SBISETCS OTIEI 3alUThl UHPOPMaLUH.

1.5. Hacrosiuuii PernaMeHT siBisieTCst 10rOBOPOM MIPUCOETUHEHUS B MOPSAKE
cratb 428 I'paxnanckoro kogekca Poccuiickoit ®enepauuu. Opranuzanus,
oOpartuBmiasics B KilroueBol LEHTp WM MMEIOIIas MOAKIIOUCHUE K 3allUIEHHON
CeTH, CUMTACTCsl NPUCOEAMHUBIIEHCS K HacTosAleMmy Pernmamenty (naiee —
Opranuzarus). @akt npucoeruHeHus K PermaMenTy SBISeTCs MOTHBIM TPUHATHEM
YCJIOBUM HACTOALIETO PermamMeHTa W BCEX NPWIIOKEHHM K HeMy. PerimameHT
nyOJIMKyeTCs Ha caiite miac74.ru.

1.6. Buecenue wu3MeHeHuil (nonosiHeHui) B PermamenT, BkiIroyas
npuiokeHuss Kk Hemy, mnpousBoautrcs ['bY3 «HOMUAL B 0omHOCTOpOHHEM
nopsiake. YBeaomiienne OpraHuzanuii 0 BHECEHUM W3MEHEHUH (JOMOJHEHMU)
B PernmaMeHT ocymiecTBisieTcss myTeM MOMELIECHUST HOBOM pepakiuu Pernamenta
Ha caiitT miac74.ru.
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1.7. ®opMBI JTOKYMEHTOB JJII COBEPIUICHHS JEUCTBHI, MPEAYCMOTPEHHBIX
HacCTOALMM PeriiaMeHToM, B JOCTYIIHOM JUIsl pEJaKTUPOBAHUS (pOpMaTE OMEIIEHbI
Ha caiT miac74.ru B pazmene «lIpoexts» / «BemomMcTBeHHass ceTh mepenaydu
JAHHBIX».

1.8. JIoKkyMEeHTHI AJIs1 COBEPILICHUS IEHCTBUH, TPETyCMOTPEHHBIX HACTOS UM
PernameHnTOoM, JOMKHBI COOTBETCTBOBATH CIICTYIOIIUM TPEOOBAHHSIM:

1) TeKCT JOKYMEHTOB JIOJKCH OBITh JIETKO YHTAEMbBIM;

2) TOKyMEHTBI HE JIOJDKHBI HMETh TOAYMCTOK WIIH TMPUITUCOK, 3a4ePKHYTHIX
CJIOB JINOO MHBIX HEOTOBOPEHHBIX UCIIPABJICHUN;

3) TOKYMEHTHI HE JIOJDKHBI ObITh HCIOJTHEHBI KapaHAIOM WIH C TIOMOIIBIO
JIETKO yJasieMbIX C OyMa)KHOTO HOCUTENISI KpacUTEIIEH;

4) MTOKYMEHTHI HE JIOJKHBI UMETh IMOBPEKICHUS, KOTOPhIE HE IMO3BOJISIOT
OJTHO3HAYHO MCTOJIKOBATh UX COACPIKAHUE.

1.9. lonkmrouerne OpraHu3anuy K 3alIAIIEHHON CETH BO3MOXHO TOJBKO
nocie nosrydeHus OpraHu3annen pazpemeHus OT aJIMUHUCTPATOPA 3alUIIEHHON
CETH.

1.10. Beigannbie  KimrodeBBIM — LIEHTPOM  JUCTPUOYTHBBI  KITIOUEH
IpeJHa3HaYeHbl MCKIIOUUTEIBHO JJIsi CPEACTB KPUNTOTpadUuecKOW 3alluThl
unpopmanuu ViPNet, ceprudunuposanasiM @Chb Poccnn 1 ucnoiabp3yeMbiM IS
TOJIKJTIOUEHUS K 3anuinenHon cetu (nainee — CK3N).

1.11. Ceenenus o KiitoueBoM 1ieHTpeE.

Anpec: r. Uensibunck, yi. Ky3Herona, 1. 2A, k. 8, ka6. 209

Yacel pabotel:  noneaenbHUK-TIsATHULA ¢ 8:00 10 16:30, mepepsis ¢ 12:00 mo 12:30
Tenedon: +7 351 240-12-12 (100. 2)

E-mail: itsecurity@miac74.ru

Caiir: miac74.ru

I1. IlpaBa u 00513aHHOCTHU CTOPOH

2.1. Opraauzanus o0s3aHa!

1) npuKa3oM Ha3HAYHMTHh OTBETCTBCHHOI'O 3a OPIraHU3AIMIO TOIKIIOYCHHS
K 3alUIIeHHOW ceTh (manee — aJMHUHUCTPATOp OE30MacHOCTH) |3 YHCIa
paboTHrKOB Opra"u3aiyu, UMEIOIIEro HEOOX0IUMBII YPOBEHb KBATU(PDUKAIIUN JJIs
oOecrieueHus 3amuThl HHGopManmu ¢ ucnoiabzoBanuem CK3U;

2) IpA  PACTOPKEHHUU C aJIMHUHHCTPATOpPOM OE€30MacHOCTH TPYAOBOTO
JOTOBOpa (WJIM TIEPEBOJIE €ro Ha JPYryk JOJDKHOCTh) W3/1aTh HOBBIMA TPHKa3
O Ha3HAUYCHWW aJMHUHHCTpaTOopa O€30MacCHOCTH W3 4YHClia pPabOTHUKOB
Opranuzanuuy;

3) BeIMONIHATL TpeOOBaHMs HacTosero Permamenta u  MHCTpyKIuu
00 opranmuzaiuu u o0ecredeHrnr 0e30MacCHOCTH XpaHeHus, 00padOTKU U TIepenavu
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0 KaHajllaM CBSI3M C HCIOJb30BAaHUEM CPEACTB KPUITOTPapUUECKON 3allUThI
uHoOpMallMU C OrpaHUYECHHBIM JIOCTYNIOM, HE COJepKalleil CBEIeHUN,
COCTaBISIIOIIMX  TOCYJIAPCTBEHHYIO  TaiiHy,  YTBEPKICHHOW  MPUKA30M
denepaabHOrO AareHTCTBa MPABUTEIBCTBEHHOM CBSI3M M MHPOPMALUU  TPU
[Tpe3unenre Poccuiickoit @eneparmm ot 13.06.2001 Ne 152 (namee — MHcTpyKIus
DATICH);

4) yBemomirsith  KimtoueBoii 1ieHTp 00 WM3MEHEHWH CBOMX PEKBH3HUTOB
B TEYEHHUE OJJTHOTO pabOYEro JHs C JaThl UX U3MEHEHHS.

2.2. AnMuHUCTpaTOp 0€30MacHOCTH 00sI3aH

1) nonmyckath mojdb3oBareieid k padore ¢ CK3U Tompko Tmocie
ux o3HakomiieHuss ¢ Muctpykuueit GAIICU u oOyueHuem mnpaBuiiam padOThI
¢ CK3U, npeaycMoTpeHHBIM JOKyMEHTaluel k ucnonb3zyembiM CK3U;

2) BBITIOJIHATH TpeOoBaHus HacTosmiero Pernmamenta, Uuctpykim O@ATICH,
JOKyMeHTanuu K ucnosub3dyeMbiM CK3M u KOHTpOJMpOBATH BBINOJHEHUE ITHX
TpeboBanuii nons3oBateasimu CK3U,

3) yBemomiiaTh KiroueBoi 1meHTp 00 n3MeHeHuH ajapecoB ycranoBku CK3U
B TEUEHHUE OJTHOTO pabOYero JHs ¢ AaThl UX U3MEHEHUS,

4) Heme/yieHHO — yBenoMJIsITh  KUllOWeBOM  LEHTp O  TIpeKpanicHUU
HcnoJik30Banusd noib3oBareiaeM CK3M moakimodyeHus K 3allMIIESHHOM CETH WU
MpeKpallleHuH I0IycKa noJib3oBarens k padbore ¢ CK3U;

5) orkmouare cereBbie y3iubl VIPNet B coorBerctBum ¢ myHkTom 5.1
Hactosimero Permamenta B TeueHue 10 paboumx AHEH ¢ AaThl NpEeKpalleHUs
ncnojib3oBanusd noJib3zoBareiieM CK3U moakimroueHus K 3allMINEHHONM CETH WU
MpEeKpalIeHus 10mycka noyb3oBatens Kk padote ¢ CK3U;

6) HemeIeHHO yBeIOMIIATh KITl0YeBOW IEHTP O KOMIPOMETAIUH KITIOYCH
cereBbIx y310B ViPNet.

2.3. IlpencraBuTeNb aIMUHUCTPATOPA OE30MTACHOCTH 00sI3aH:

1) obecrieunBaTh COOIOACHUE MEp, MCKIIOYAMOIIUX JTOCTYI TMOCTOPOHHUX
munl K auctpuodytuam kinrodedt u CK3U, ux HeCaHKIIMOHUPOBAaHHOE KOITUPOBAHMUE,
a TaKXe HeNpeIHAMEPEHHbIE YTpaTy WM YHHYTOXKEHHUE TIPU JIOCTaBKE
nuctpuOyTuBoB Kitouein 1 CK3U agmMuHuCTpaTopy 6€30MmacHOCTH,

2) HEMEUIEHHO CO00MIaTh aIMHHUCTPATOPY OE€30MACHOCTH O aKTax yTpaThl
muctpuOytuBoB kimouer u  CK3UM mpu wx jgocraBke  aaMHUHHUCTPATOPY
0€30MacHOCTH;

3) nepenaBarh nosiydeHHble B KITIOUEBOM IIEHTpE AMCTPUOYTUBBI KITFOUCH
u CK3U nuyHo anMuHucTpaTopy 0€30MacHOCTH.

2.4. KimtoueBo# 1IEHTp UMEET MPaBo:

1) otkimrouath ceteBbie y3ubl ViIPNet wim orpaHuumBaTh MM JIOCTYID
K 3alUIIEHHONW CEeTH B ciydyae HapyuieHuss OpraHuzauuend, aJMHUHUCTPATOPOM
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Oe3omacHocTH (WM ero mpeactaBuTenem), mois3oBareneM CK3U tpebGomanuit
Hacroslero PernameHTta, a Takke MPU OTCYTCTBUM aKTHUBHOCTH CETEBBIX Y3JIOB
B TeueHHH 180 KameHOapHBIX HEW C [OaTbl IMOCIEAHEH 3aperuCTPUPOBAHHOMU
aKTUBHOCTHU WJIM IaThl BbIIAUW JUCTPUOYTUBA KITIOUECH;

2) 3anpammBath y OpraHn3anuy KOIHUY JUIEH3UH Ha MPaBO UCIOIb30BAHHS
npoaykroB ViPNet wnmM WHBIX JOKYMEHTOB, MOJITBEPXKIAIOIIUX IPABO
UCITOJIB30BaHUs TTPoIyKTOB ViPNet;

3) zampammBaTh y OpraHu3amnuy CBeICHHS U TOKYMEHTHI, ITOITBEPIKTAFOINE
HaJIM4Me Y a]MUHUCTpaTOpa 6€30MacCHOCTH HEOOXOIMMOT0 YPOBHS KBaIU(UKAIIUN
JUTsl o0ecriedeHust 3auThl HHPopMaluu ¢ ucrnonb3zoBanueM CK3U;

4) 3anpamuBaTth y OpraHu3aiuy CBeICHHUS U TOKYMEHTBI, [TOITBEPIKIAFOIINC
BBITIOJTHEHUE TpeboBaHuii Hacrosimero Permamenta, Wuctpykiuu OAIICH,
noKyMmeHTalu K wucnojgbdyeMbiM CK3M npu wncnonib30BaHWM  TTOAKITFOYEHUS
K 3aIHIICHHON CETH.

2.5. KimroueBo#t 1ieHTp 00s13aH 1o 3ampocy OpraHu3anud MPEIOCTaBUTH
MOTHMBHUPOBAHHBIM OTKa3 B ciydae MNpUHATHS KItOueBbIM LIEHTPOM pPEMICHUS
00 O0TKa3e B COBEPILICHUH JCHCTBUMN, MPETyCMOTPEHHBIX HACTOSIINM PernaMenTom,
B TEYCHHUE TPeX pabouMX JHEH C 1aThl MOJYyYEHHUs TaKOro 3ampoca.

I11. Ilopsanok npuema B KiiroueBoM 1ieHtpe

3.1. Ilon mpuemom B KiroueBom 1eHTpe B HacTosimeM Permamente
MOHUMAETCSl  MOCCIICHUE  aJMUHUCTPATOpOM  Oe30macHocT (MU €ro
npeactaButesnieM) KiroueBoro  1eHTpa  JJIi  OCYIIECTBICHUSI  JICMCTBUIA,
MPETYCMOTPEHHBIX HACTOAIIKUM PerimameHToMm.

3.2. [Ipuem B KitoueBOM IEHTpE OCYIIECTBISACTCS IO TPEIBApUTEIHLHOM
3amucH 1o Homepy tenedona + 7 351 240-12-12 (106. 2).

3.3. Eciu Ha mpuem B KirodeBoil 1meHTp mnpuOyaeTr MpeacTaBUTENb
aJIMUHUCTpAaTOpa OE30MacHOCTH, TO OH JIOJDKEH TMPEACTaBUTH JOBEPEHHOCTH,
MOJITBEPXKAIONIYI0 €r0 TMOJHOMOYHS JEHCTBOBaTh OT MMEHU aJMUHHUCTpaTopa
oezonacuoctu (IIpunoxenue 1).

3.4.Ilpu mnepBuuHom mnpueme B KitoueBOM IIEHTpE aAMUHHUCTPATOP
6e3omacHOCTH (MM €0 MPECTABUTENH) HODKEH MPEOCTaABUTh!

1) cornacue Ha 00pabOTKy MEPCOHATBHBIX JaHHBIX:

a) Ipu JIMYHOM OOpaIleHWH aJMUHUCTpaTopa O€30MacHOCTH —
[Ipunoxenue 2;
0) mpu oOpalieHUuU TPEACTABUTEIIS aIMUHUCTpATOpa OE30MaCHOCTH —
[Ipunoxenue 3;
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2) 3aBEpPCHHYI0 YCTAHOBJICHHBIM 00pa3oM KOIHUIO MpHUKa3a O Ha3HAUYCHHUH
anMuHucTparopa Oe3onacHocTu ([Ipunoxkenue 4). OTMETKa O 3aBEpEHUH KOIHMH
MIpUKa3a MPOCTABIISAETCS MO PEKBU3UTOM «IIOJIHUCHY U IOJKHA CONEPKATh:

a) cioa «Kormnus BepHay;

0) IOMKHOCTB JINIIA, 3aBEPUBIIETO KOIHIO;

B) COOCTBEHHOPYUYHYIO TIOJMUCH JIUIIA, 3aBEPHUBIIETO KOIHIO;
') UHULKAIB U (PaMIIIHIO JIUIIA, 3aBEPUBIIETO KOIHIO;

1) 1aTy 3aBepeHus Konuu He crapuie 30 KaJeHAapHbIX THEH;
€) IevaTh OpraHu3aluy WIK KaJApOBOTo MOApa3IeNeHus;

3) KOIHI0 BTOPOH M TpeThell CTpaHUI| MaclopTa IpaxkaaHnHa Poccuiickoi
denepanyu  aAMUHUCTpaTopa  O€30MACHOCTH, 3aBepeHHyl0  uM. OTMeTKa
0 3aBEPEHMU KOIIMH ITACTIOPTA TOJKHA COJIEPKATD:

a) cioa «Komnus BepHay;

0) COOCTBEHHOPYUYHYIO MOJNMKUCH AAMUHUCTPATOPA OE30MIACHOCTH;
B) MHULIMAJIBI ¥ (PaMUIIMIO aAMUHUCTpATOpa 0€30MaCHOCTH;

) AaTy 3aBEpeHHs KONuU He ctapiie 30 KaJeHIapHbIX THEH.

3.5. Ilpu xaxnom mpueme B KiroueBoM I€HTpe aJIMUHHUCTPATOP
0e3omacHOCTH (HITH €ro MPeICTABUTENh) MPEACTABISICT OPUTHHAI CBOETO MACcIopTa
rpaxxnanuHa Poccuiickon @enepanuu.

3.6. AnmuHucTpaTOop 0OE30MMaCHOCTH B Ciydae TEPEeBOJla €ro Ha APYTYIO
JOJDKHOCTh II€pE] COBEPIICHHEM JCHUCTBUM, MPEAyCMOTPEHHBIX HACTOSAIIUM
PermameHToM, TOMKEH MPENOCTaBUTh B KITFOUEBOM LIEHTP HOBYIO KOIHIO MPUKa3a
C aKTyaJlbHOW JOJUKHOCTBIO COIVIACHO MOJIMYHKTY 2 MyHKTa 3.4 HAacTOAIIEro
Permamenra.

V. Ilosrydyenne qucTpudyTuBa KJIK04vei

4.1. Ins nonmyyeHus quctpruOyTHBa Kitouei Ha mpueme B KittoueBoM 1ieHTpe
aJIMUHUCTPATOp 0€30MacCHOCTH (MITH €0 NPEACTABUTEIb) IPEOCTABIISICT 3asIBICHHIEC
Ha royryueHue quctpuodyrusa kimodeit (IIpunoxenue 5).

4.2. 3asBieHne Ha TMOJyYCHHE TUCTpUOYTHBA KIIOUEH JAEMCTBUTEIHHO
B TeueHne 30 KajeHIApHBIX JHEH C MOMEHTA €ro MOANHCAHUS PYKOBOJIUTENIEM
Opranuzanum.

4.3. Pemmienre o Bbmaue qucTpuOyTHBa KIIOUEH WiM 00 OTKa3e B BbIgAUe
IUCTpUOyTHBa Kitodel mnpuHumaeTcss KiroueBbIM IIEHTPOM TMOCHE MPOBEPKU
MPEIOCTABIECHHBIX IS MOJTYUYEHUsT JUCTPUOYTHBA KIItOUel TOKYMEHTOB.

4.4.B cnyyae nOpuUHATHS peUIEHUS O BblAaue AUCTPUOYTHBA KIIIHOUEH
KitoueBoid IIEHTp M3rOTaBIMBAET JUCTPUOYTUB KIIIOYEH U BBIAAET €ro
Ha ONTHUYECKOM AMCKE aIMUHUCTPATOpPy O€30MacHOCTH WJIM €ro MPEICTABUTEIIO
B T€UEHHE OJTHOTO pabOoYero JHS.
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4.5. Ilpu Bblgaue mucTpuOyTuBa Kitoued KioueBoil meHTp obecrieunBaer
NOJIMCAaHUE TOJy4yaTeaeM AUCTPUOYTHBA KIIIOYEH HEOOXOAMMBIX YYETHBIX
JIOKyMEHTOB.

4.6. Hocutenn ¢ puctpuOyTHBaMHM KJIHOYEH YUMTBIBAIOTCA W XPAHSTCA
B cooTBercTBUU c TpeboBanusimMu Huctpykuun DAIICU u noxkymeHTanmein
Kk ucnonb3zyembiM CK3M. XpaHeHue nuUCTpUOYTHBOB KIIIOUEH HA HEYUYTEHHBIX
HOCHUTEISIX U Mepeiaya JUCTPUOYTUBOB KIIFOUEH 10 HE3aIUIIEHHBIM KaHajlaM CBSI3U
HEJOITYCTUMBI.

V. OTkiawueHue ceteBoro y3iaa ViPNet

5.1. Ina otkmodeHus ceteBoro ysna ViPNet or 3ammiieHHoit cetu
Ha mnpueme B KiltoueBOM IIEHTpEe aJMUHUCTpaTOp O€30macHOCTU (WA €ro
NPEJCTaBUTENb) TIPEAOCTABIISCT 3asABICHUE O TNPEKPAIlCHUH HCIOIb30BAHUS
TIOJIKJTFOUEHUS K 3amuiieHnoi cetu ([Ipunoxenne 6).

5.2. Pemenne o0 oTkmoueHWH cereBoro y3na ViPNet wiam 00 oTkase
B OTKJIOUEeHHH ceTeBoro y3ia ViPNet mpunumaetcss KitoueBbIM LIEHTPOM MOCIIE
MIPOBEPKH MPEIOCTABICHHBIX ISl OTKJIFOUEHHS ceTeBoro y3ia ViPNet 1okyMeHTOB
B TEYCHHUE OJTHOTO PadOYEro JHS C MOMEHTA UX MPEOCTABICHHUS.

5.3. B ciyuae npuHaTus penieHus 00 OTKIIoUeHUU ceTeBoro ysna ViPNet
OT 3allMIIeHHOM ceTn KitoueBOoM ILEHTp B TEYEHHUE OJHOrO padoyero JHs
OCYUIIECTBJISIET OTKJIIOUECHHE.

V1. YBeaomiieHne 0 KOMIIPOMeETAIMU KJI04ei

6.1. lns yBemoMIIeHUs] 0 KOMIIpOMeTaIiu Kiroueit ceteBbix y3ia0B ViPNet
HEOOXOJMMO HamlpaBUTh HA 3JIEKTPOHHYIO MouTy KiroueBoro 1neHTpa cKaH-KOIHUIO
3asBJICHHS 0 KoMIpomeTtanuu kmoueit ([Tpunoxenue 7).

6.2. Pemmenue 0 mpoBeNeHUU MEPONPHUATHI MPH KOMIIPOMETAIMH KITIOUYei
npuHuMaercss Kilro4eBbIM LIEHTPOM II0CI€ IPOBEPKHM JTOCTOBEPHOCTU CBEICHUU
B IIPEJOCTABICHHOM 3asBJICHHH O KOMIIPOMETAIMU KJIIOUYEW B TEUEHHUE OJHOIO
pabouero yaca ¢ MOMEHTA MPEAOCTABIICHUS 3asBJICHUS.

6.3. B ciaydae mnpuHATHS pemieHHs O TPOBEACHUHM MEPONPHUATUN MpH
KoMmIpoMeraiuu — kimroued  KirodueBoW — LEHTp  HEMEIJIEHHO  MPOBOJMT
COOTBETCTBYIOIIME MEPOIPUATHS.



